] UBND TINH HA NAM CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc 1ap - Tw do - Hanh phc

S6:1139/STTTT-BCVTCNTT Ha Nam, ngays/ thang & nam 2023

VIV tang cuong dam bao an toan
thong tin mang trong thoi gian nghi
I€ Quoc khanh 02/9

Kinh guri: 7
- Céc sd, ban, nganh, doan thé cua tinh;
- UBND cac huyén, thi xa, thanh phé;
- Van phong Tinh uy, Cong an tinh, B§ Chi huy quéan su tinh;
- Bao Ha Nam, Dai Phat thanh va Truyén hinh Ha Nam
- Cac doanh nghiép: VNPT Ha Nam, Viettel Ha Nam,
Mobifone Ha Nam, FPT Telecom Ha Nam;
- Ngan hang nha nudc va cac ngan hang thuong mai chi
nhanh Ha Nam.

Can cir Cong van s6 44430/BTTTT-CATTT ngay 28/8/2023 ciia Bo Thong
tin va Truyén théng vé viéc ting cudng dam bao an toan thong tin mang trong
thoi gian nghi 18 Qubc khanh 02/9;

Thoi gian dién ra 18 Ky niém 78 nim Qudc khanh nuéc Cong hoa xa hoi chu
nghia Viét Nam (02/9/1945-02/9/2023) 1a thoi diém cac thé lyc thu dich, phan
dong, tin tic loi dung dé gia ting cac cudc tin cong mang nham pha hoai, chong
pha Pang va Nha nudc. Muyc tiéu cha yéu duoc nham dén 1a cc hé thong thong
tin, hé thong thong tin quan trong cta cic co quan, to chiric nha nudc. Dé khong
bat ngd véi moi tinh hudng, S¢ Thong tin va Truyén thong dé nghi cic co quan,
don vi trién khai mot s bién phap sau:

1. Cha dong ra soat, xur 1y, trién khai cac giai phap nham khac phuc triét dé
cac 16 hong an toan thong tin mang, dic biét 1a cac 16 hong di duoc S¢ Thdng tin
va Truyén thong canh bao vé cac 16 hong bao mat anh hudng muc cao va nghiém
trong trong CAC san pham Microsoft tir thang 5 dén thang 8 nam 2023 (c6 cdc vain
ban gui kem).

2. Tang cudng trién khai hoat dong bao dam an toan thong tin mang d6i véi
cac hé thong thong tin quan trong, hé thong thong tin chira thong tin c4 nhan, di
liéu ca nhan va cac nén tang, hé théng, co s& dir liéu phuc vu chuyén doi sb trong
tam la:

a) Phan cong luc luong tai chd trién khai tryc giam sat, hd tro, ung clru va
khéc phuc su ¢d an toan, an ninh mang 24/7.

b) Yéu cau cac don vi chuyén trach, don vi cung cdp dich vu an toan, an
ninh mang (néu cO) cam két va b tri nguén lyc, nhan lyc cho nhiém vu giam sat
va bao vé cac hé thong.
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c) Chu dong kiém tra, ra soat cac 16 hong, diém yéu trén cac hé thong thong
tin thuoc pham vi quan 1y; kip thoi cap nhat cac ban va va trién khai cac giai phap
phong ngtra dé€ tranh bi loi dung, khai thac dé tan cong.

d) Chi dong xdy dung cac phuong an Ung ctru khan cap, hd trg va khic
phuc su ¢0 trong truong hop xdy ra tan cong mang.

e) Bao dam duy tri, két n6i, kénh théng bao, chia sé thong tin thudng xuyén
v€ tinh hinh an toan thong tin véi B phan truc B4i tng ctru sy ¢6 an toan thong
tin mang tinh Ha Nam (theo danh sach phu luc gui kem).

g) Pay manh tuyén truyén, nang cao nhan thtrcc co ban k¥ ning vé an toan
thong tin mang, canh giac v€ thong tin xau doc cua cac thé luc thu dich tuyén
truyén nham ha thap uy tin, hinh anh cua Pang, Nha nudc va Lanh dao Pang, Nha
nudc qua cac thoi ky.

3. Céac doanh nghiép cung cip dich vu vién thong, Internet va cac don vi,
doanh nghi¢p cung cap nén tang chuyén doi so:

a) Tang cudng ning luc, dam bao cac hé théng thong tin, nén tang hoat dong
an toan 6n dinh.

b) Trién khai céac bién phap k¥ thuat & mic cao nhat nham phat hi¢n, loc,
ngan chan hoat dong tan cong mang, phat tan thong tin xau doc, thong tin vi pham
phap luat trén hé thong, ha tang mang ludi thude pham vi quan 1y.

¢) Thyuc hién nghiém va kip thoi cac bién phap xur 1y theo yéu cau ctua Bo
Thong tin va Truyén théng va co quan chtic ning ¢ tham quyén.

Thong tin lién hé, trao ddi, hd tro:

- Trung tim Ung ctu khan cdp khong gian mang Viét Nam
(VNCERT/CC), dién thoai (024) 3640.4421 hodc s6 di¢n thoai truc duong day
nong tng ctru su cd 086.9100.317, email: ir@vncert.vn.

- Trung tam Giam sat an toan khong gian mang qudc gia (NCSC), dién thoai:
(024) 3209.1616 hodc s6 dién thoai truc duong ddy nong hd tro giam sat, canh
bado som 033.6666.905, thu dién tir: ais@mic.gov.vn.

- BO phan thuong tryc Po1 img clru su ¢d an toan thong tin mang tinh Ha
Nam, dién thoai: (0226) 3846.333, thu dién tir: ttcntt@hanam.gov.vn./. W

Noi nhn: KT.GIAM POC
-Nhu trén; PHO GIAM POC
- UBND tinh (d€ b/c); g

- Luu VT.

L

yén Dirc Cuong
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Phu luc

Danh sich thanh vién trwc ing ciru sw ¢d an toan thong tin mang
trong thoi gian nghi 1€ Quoc khanh 02/9
(Kem theo Cong van so

/STTTT-BCVTCNTT ngay
cua So Thong tin va Truyén thong)

thang nam 2023

TT Ho va tén Chirc vu DPién thoai
1 | Nguyén Puc Cuong Pho gidm ddc S6 TT&TT 0918807073
2| La Thi Huyén Lruong phong 0913789602
3 | Lé Ngoc Viét G?NT#ETT 0918187985
4 | Pinh Van Dai PHO Trudng phing 0982030088
5 | Trin Vin Luong P(}Cfl)\lwgthTé‘m 0913296226
6 | D5 Van Trinh Ch;?\r}%’_iéC”NpTh?”g 0916862333
7 | Pham Van Long Nhéncvl\ilé_l?_rg#r_]rg tam 0399157927
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